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Introduction

Welcome to KBC Networks’ Quick Start Guide for
ThruLink. This document has been designed to
provide a step-by-step guide to setting up a
ThruLink server, client and linking them together.
For more detailed information, please see the
Downloads section below.

The KBC ThruLink is an industrial hardware VPN that allows secure communications to be established
over any standard public or private IP network infrastructure. ThruLink performs behind Firewalls,
NAT and through almost any type of network configuration while offering advanced encrypted
communication for all IP protocols regardless of the type of traffic. When deployed, ThruLink provides
an advanced secure and encrypted private network that will not affect TTL, UPnP, VLAN information,
broadcast, multicast or any other traffic. ThruLink can also be provided with an integrated 3G/4G
modem that supports all primary network providers.

Features

® Multiple hardware encryption engines ranging in complexity from 128 to 256bit

® Encryption throughput models: SC (Standard Capacity): 15Mbps, SP (Standard Capacity
Plus): 30Mbps, HC (High Capacity): 100Mbps, HP (High capacity Plus): 200Mbps

Optimized for stability, reduced latency of large packet streams over Public networks.

Automatically switch between GSM and LTE networks for best performance.
Supports MESH topology - no central server required.
Hardened against DOS and known common network attacks.

Level 2 and Level 3 capable device.

Auto re-syncing/authentication after a network failure, enabling a self-healing
Encryption tunnel network.

Support Multiple failover paths

Multiple networks can flow separately or combined over the same encryption tunnel.
Simplified installation.

Easy-to-use graphical user interface.

Can be installed within an existing network infrastructure.

Downloads

Full specifications, features and additional support information can be found on the relevant product
page within the KBC Networks site: www.kbcnetworks.com.

QSG-THLK_Series-Rev1906
Copyright © KBC Networks Ltd. 2019 www.kbcnetworks.com


http://www.kbcnetworks.com/

General

Check the product upon receipt for any visible damage which may have been caused during shipping.

System Contents

Qty Description

ThruLink unit

12Vdc Power supply for Standard/Standard Plus units*
Power cable for High/High Plus units**

Antenna***

Quick Start Guide
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* Standard Capacity and Standard Capacity Plus units only
** High Capacity and High Capacity Plus units only
*** LTE units only

Connecting to ThruLink

Please ensure the wireless connection on your computer is disabled while carrying out this
procedure. For each ThruLink in the setup, follow the instructions that fit the setup requirement
(Server or Client). The default topology is “route” mode, if requiring MULTICAST or any other LAN
designed protocol, you will require “bridge” mode to be the topology. Additional support documents
and contact information can be found on the KBC Networks website.

Plan your implementation before you start. Each ThruLink needs to have a “logical” name
and chosen IP address subnet within a Class that hasn’t already been used on the network.
By default, ThruLink runs a DHCP service on the LAN port for convenience and is within the network
range of 193.163.1.0/24 (ThruLink LAN IP is 193.163.1.1)

Connect an appropriate RJ45 Ethernet cable to ThruLink WAN port. Normally, this is an
active cable supplied by your network admin and allows ThruLink to make use of the
existing network.

Connect power to the ThruLink unit.

Set the local port on your PC to DHCP.

Connect an Ethernet cable between your PC and ThruLink LAN port.

After a short time, ThruLink will provide an IP Address.

Open a browser on the PC, type http://193.163.1.1 in the address field and press enter.
You will be prompted for the username and password and the default is set to
admin/admin.
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When your screen looks similar to the one below, you are connected to the ThruLink Web GUI and
ready to start the configuration.
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Configuring ThruLink

Configuring ThruLink as a Server
Ensure the steps in ‘Connecting to ThrulLink’ have been followed.

Click ‘GENERAL->Configuration’ menu link on the left and give ThruLink a unique name
in the Hostname field (every ThruLink on the network requires a unique name).

Click ‘Save Update’ at the bottom of the page.

Click ‘NETWORK->Interfaces’ menu link, set the WAN interface to ‘static’ (default is
DHCP).

Configure the WAN interface IP address, Subnet and Gateway so that it places ThruLink
onto your local network.
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e The WAN IPV4 address needs to be an IP address that is not already used on the
local network.

¢ The default gateway IP will either be the router or gateway switch on your local
network.

e The LAN interface represents your private and secure network. The default range on
ThruLink is 193.163.xxx.xxx, which you can change to conform to your own network
requirements; however, for purposes of this guide we will leave the default IP in
place for the server.

Click ‘Save Update’.

Click ‘Reboot system’ on the lower left menu and wait for about 1 minute.

Log back into the system with either the same IP or the IP you changed it to (if you
forgot the IP address, open a command prompt and type ‘ipconfig’. The IP address
should be the gateway address shown if DHCP on the LAN interface is still enabled).
Click on ‘NETWORK->Interfaces’ and confirm it looks similar to the image below (your
WAN IP Address may not be the same as the below image).

WAN interface Static ¥ Connection Type

G GET T IKDEMOSVR

N 2T LS 192,.168.1.223

D EE I 255.255.255.0

Default gateway ERCERLERRLTS

LAN interface Static Connection Type

(0L P 103.163.1.1

T EH T 255.255.255.0

Add additional gateways on the physical network i.e. 172.13.13.1/255.255.0.0. Further gateway
CCEISERIEEEEN addresses can be added using the , seperatar.

This feature allows ThrulLink to be the gateway for different network address devices. This is an
advanced feature and any incorrect entry could affect the entire network.

DHCP on LAN Enable

IPv4 range from address QREERGERE

IPv4 range to address QRCERGERBL]

DHCP option 150 [[Enable

Option 150 server

address

Click on ‘NETWORK->Encryption tunnel’ menu link on the left.
Click the ‘Enabled’ checkbox at the top and select ‘Server’ to the right.
Leave the default Preshared Key ‘PSKPSKPSK’ for the setup.

Please remember to change this value when implementing this system within a
LIVE environment to something more complicated. Any ASCII character is supported
except the space character.
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Leave the ‘Encryption’ set to ‘AES-128’ for this setup.

Leave the ‘Mode’ setting (default: Route).

Leave the ‘Port’ setting (default: 32000).

Click ‘Save update’ and confirm your configuration is the same as the following image:

Enabled Type: © Client @ Server

Preshared key WEICIVeIS
Private common shared key for this network

LR AES-128 (128 bit ) -
Select the same encryption for all devices. This device has been optimised for AES-128 ( 128 bit ).

UCLEE @ rgute O bridge
Bridge mode is required when dealing with multicast data traffic.

32000
TCP/UDP port that will be used for the encryption tunnel. This needs to be the same across all devices.

Additional tunnel

QUL S Add additonal networks that are accessible on the physical network i.e. 172.13.13.0/24. Additonal
networks can be added using the , seperator.

This is an advanced feature and any incorrect entry could affect the entire network. Please consult
before applying any changes

In rare cases network latency can exceed 3-4 secor%s between nodes. In these circumstances the
Encryption network timeout might need to be increased. An example is a satellite connection where the
optimum setting needs to be 8 seconds set on each node. ke the

TULVwWILE TTT1agc.

S ET S UKDEMOSVR

BV e WS G Thrulink Standard Capacity version 6.1.0.10

S E W ELEE Sun Jan 2 03:43:40 UTC 2000

a0 1 day, 03:39

LT T B ST Enabled and actively in listening mode.

Configuring ThruLink as a Client
Ensure the steps in ‘Connecting to ThrulLink’ have been followed.

Click ‘GENERAL->Configuration’ menu link on the left and give ThruLink a unique name
in the Hostname field (every ThruLink on the network requires a unique name).

Click ‘Save Update’ at the bottom of the page.

Click ‘NETWORK->Interfaces’ menu link on the left and ensure the ‘WAN Interface’ is set
to DHCP (assuming it is connected or will be connected to a network that can supply
DHCP).

Set the ‘LAN interface’ to 193.163.2.1 (or a unique subnet of your choosing).

Click ‘Save update’ (you will be prompted to reboot the unit).
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The DHCP Server is enabled and the IP range will change to reflect LAN IP address
used.

The unit will function after about 1 minute.

Log back into the system with either the same IP or the IP you changed it to (if you

forgot the IP address, open a command prompt and type ‘ipconfig’. The IP address

should be the gateway address shown if DHCP on the LAN interface is still enabled).
Click on ‘NETWORK->Interfaces’ and confirm it looks similar to the following image:

WAN interface DHCP ~ Connection Type

In DHCP mode an IP address will automatically be assigned by the network.

LAN interface Static Connection Type

(2L LT 103,163.2.1

S R E I 255.255.255.0
I

L

Add additional gateways on the physical network i.e. 172.13.13.1/255.255.0.0. Further gateway
LU EEE o ddresses can be added using the , seperator.

This feature allows ThruLink to be the gateway for different network address devices. This is an
advanced feature and any incorrect entry could affect the entire network.

DHCP on LAN Enable

IPv4 range from address RREERLERN]

IPv4 range to address QRCERLERRL]

DHCP option 150 [ Enable

Option 150 server

address

Click on ‘NETWORK->Encryption tunnel’ menu on the left.
Click the ‘Enabled’ checkbox at the top and select ‘Client’ to the right of it.
Leave the default ‘Preshared key’ (PSKPSKPSK) for this setup.

Please remember to change this value when implementing this system within a
LIVE environment to something more complicated. Any ASCII character is supported
except the space character (all units must have the same key).

Type in the name of the server in the ‘Remote host’ field.

Type in the Public IP address of the router the server is connected too in the ‘Remote
connection’ field. (if performing this on a local network then type in the static IP
address that was configured on the server).

Leave the ‘Encryption’ field set to ‘AES-128’ (128 bit).

Select ‘Route’ or ‘Bridge’ mode as set in the Server configuration (default: Route).
Set the ‘Port’ field the same as the Server configuration (default: 32000).

Click ‘Save update’ at the bottom of the page and confirm your setup is the same as
the following image.
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Enabled Type: @ Client © Server

Preshared key WG
Private common shared key for this network

Remote hostname(s) MOS0

This is the hostname of the remote Thrulink server(s) you wish to connect to. i.e.
THRULINKSVR_1. Additonal hostnames can be added using the , seperator i.e.
THRULINKSVE_1, THRULINKSVE_2

Remote oonnection(s} 212.134.23.24

Specify either the remote external IP address or DNS name as provided by your internet
service provider.Multiple addresses can be specified using the , seperator

AES-128 ( 128 bit ) -
Select the same encryption for all devices. This device has been optimised for AES-128 ( 128
bit ).

@ route ) bridge
Bridge mode is required when dealing with multicast data traffic.

32000

TCP/UDP port that will be used for the encryption tunnel. This needs to be the same across all
devices.

Additional tunnel

Lo EL N A dd additonal networks that are accessible on the physical network i.e. 172.13.13.0/24.
Additonal networks can be added using the , seperator.

This is an advanced feature and any incorrect entry could affect the entire network. Please
consult before applying any changes

In rare cases network latency can exceed 3-4 seconds between nodes. In these circumstances
the Encryption network timeout might need to be increased. An example is a satellite
connection where the optimum setting needs to be 8 seconds set on each node.

Note: The connection status between the Client and Server can be viewed via the ‘STATUS->System’
menu (i.e. ‘Enabled and actively connected to UKDEMOSVR’, while ‘STATUS->Tunnel information’ and
‘STATUS->Active subnets’ show all ThruLinks on the secured encryption network.

Configuring ThruLink LTE as a Client

Important:  Ensure the steps in ‘Connecting to ThruLink’ have been followed.
Ensure the DATA SIM has been inserted in the SIM slot before powering up the unit.

1. Click ‘GENERAL->Configuration’ menu link on the left and give ThruLink a unique name
in the Hostname field (every ThruLink on the network requires a unique name).

/. Ensure ‘Cellular Radio Cards’ is enabled.

3. Click ‘Save update’ at the bottom of the page and confirm your setup is the same as the
following image:
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LTEDEMO?
Name of this device e.g. THRULINKSVR (Remember to use a unique name for each device)

(confirmation)
If you want to change the password for accessing the system.

LES LU @ HTTP @ HTTRS

Web port

Change the default port number (http:80, https:443).

Enable GUI on WAN BENZERE

If selected then the Web GUI will be made available on the WAN port and accessible via the WAN P
Address.

Allow DNS override Enable
If selected then the DNS nameservers can be overriden when using DHCP on the WAN interface.

DNS Nameserver1

DNS Nameserver2

Only valid Mameserver IP addresses are accepted.

Time zone QRS h
Select the same timezone for all devices.

Time update interval JEN
Minutes between network time sync. 300 recommended, or 0 to disable.

NTP time server EENLTRGGRG)

Traffic management Enable
If selected then all traffic will be directed onto the Encryption tunnel.

Encryption tunnel BECRIN NN ISR RN
ST S I not requiring the entire network address, select a smaller range of addresses for the network.
(Option only functional when in route mode)

Cellular Radio cards Enabled
If enabled then Cellular radio card will be used to establish the WaN link.

VEUNELI SIS [ Epabled © wan @ Cellular (Primary active port) 60 Minutes before resetting back
OBl 1o primary. 60 is the default, or 0 to disable.

If enabled then monitoring will be used to maintain the WAN link.

In the event of failure, any available active interfaces will be used.

% Save Update

4. Click ‘NETWORK->Interfaces’ menu and set the ‘Sim PIN number’ field if you were
provided with a SIM PIN.

5. Set the ‘APN (Access Point Name)’ field. This can be supplied by your provider or
contact support for help, or you may find it on our APN list at the following address -
https://www.kbcnetworks.com/apns

6. Set the ‘Username and Password’ fields if you were provided this information (typically
not required).

/. Set the ‘Dial code’ if connected to a GSM CDMA only network (default value is suitable
for most LTE networks).

d. Set the ‘LAN interface’ to 193.163.3.1 (or a unique subnet of your choosing).

11.Click ‘Save update’ (you will be prompted to reboot the unit).
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Note

12.
13.

14.

: the DHCP Server is enabled and the IP range will change to reflect LAN IP address used.

The unit will function after about 1 minute.

Log back into the system with either the same IP or the IP you changed it to (if you

forgot the IP address, open a command prompt and type ‘ipconfig’. The IP address

should be the gateway address shown if DHCP on the LAN interface is still enabled).
Click on ‘NETWORK->Interfaces’ and confirm it looks similar to the following image:

Cellular interface

SIM PIN number ETENIITIIRSgIrn provided please enter it correctly here. An incorrect PIM will LOCK the

APN (Access Point

LAN in

Address aliases gateway addresses can be added using the , seperator.

IPv4 ra

1111

device and prevent it from functioning correctly.

Name) everywhere
Username
Password
=003

Dial code i
Typically (*99# for GSM networks and #777 for CDMA networks)

Mote: When in Cellular mode an IP address will automatically be assigned by the network
provider.

terface Static Connection Type

IPv4 address [JEEERIER M

TS EH I 255.255.255.0

Add additional gateways on the physical network i.e. 172.13.13.1/255.255.0.0. Further

This feature allows ThruLink to be the gateway for different network address devices. This
is an advanced feature and any incorrect entry could affect the entire network.

DHCP on LAN Enable
IPv4 range from
address 193.163.3.6
nge to address JELEREERREI )

DHCP option 150 [CEnable

Option 150 server
address

15. Click on ‘NETWORK->Encryption tunnel’ menu on the left.
16. Click the ‘Enabled’ checkbox at the top and select ‘Client’ to the right of it.
17. Leave the default ‘Preshared key’ (PSKPSKPSK) for this setup.

Note: Please remember to change the preshared key value when implementing this system
within a LIVE environment to something more complicated. Any ASCII character is supported
except the space character (all units must have the same key).
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18. Type in the name of the server in the ‘Remote host’ field.

19. Type in the Public IP address of the router that the server is connected to in the
‘Remote connection’ field. (if performing this on a local network then type in the
static IP address that was configured on the server).

20. Leave the ‘Encryption’ field set to ‘AES-128’ (128 bit).

21. Select ‘Route’ or ‘Bridge’ mode as set in the Server configuration (default: Route).

22. Set the ‘Port’ field the same as the Server configuration (default: 32000).

23. Click ‘Save update’ at the bottom of the page and confirm your setup is the same as
the following image:

Enabled Type: @ Client © Server

Preshared key WG

Private commaon shared key for this network

Remote hostname(s) MY =tec:

This is the hostname of the remote Thrulink server(s) you wish to connect to. i.e.
THRULINKSVR_1. Additonal hostnames can be added using the , seperator i.e.
THRULINKSVR_1, THRULINKSVE_2

Remote oonnection{s} 212.134.23.24

Specify either the remote external IP address or DNS name as provided by your internet
service provider.Multiple addresses can be specified using the , seperator

AES-128 ( 128 bit ) -

Select the same encryption for all devices. This device has been optimised for AES-128 ( 128
bit ).

@ route O bridge
Bridge mode is required when dealing with multicast data traffic.

32000

TCP/UDP port that will be used for the encryption tunnel. This needs to be the same across all
devices.

Additional tunnel

UL S A dd additonal networks that are accessible on the physical network i.e. 172.13.13.0/24.
Additonal networks can be added using the , seperator.

This is an advanced feature and any incorrect entry could affect the entire network. Please
consult before applying any changes

In rare cases network latency can exceed 3-4 seconds between nodes. In these circumstances
the Encryption network timeout might need to be increased. An example is a satellite
connection where the optimum setting needs to be 8 seconds set on each node.

Note: The connection status between the Client and Server can be viewed via the ‘STATUS->System’
menu (i.e. ‘Enabled and actively connected to UKDEMOSVR’, while ‘STATUS->Tunnel information’ and
‘STATUS->Active subnets’ show all ThruLink units on the encrypted ThruLink network.
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Port Forwarding between Internet Router and Server

If an Internet facing router is being used on your network, then a Port forwarding rule will need to be
set in order to allow data packets to flow between the Internet and the ThruLink Server. This is called
Port Forwarding.

Port forward rule

Every IP network process uses one of the 65535 available ports to communicate, e.g. The general
HTTP protocol makes use of port 80 and FTP is port 21. The default port used for the ThruLink is
32000, which can be changed to suit your own port preference. In order for the remote ThruLink
clients to be able to authenticate with the ThrulLink Server, you need to forward port 32000 (or your
preferred port) to the WAN IP address of the ThruLink Server. You will need to ensure both TCP and
UDP ports are forwarding, and if possible, maintain 2 separate rules rather than one rule for both.

If you change the port default to any other port, please remember that all ThruLink units, including
the server, must be using the same changed port.

If working with multiple remote clients

If you are working with multiple remote clients, to ensure there are no simple typos or errors in the
configuration, it is advisable to follow the following simple steps.

1. Create a document with the name and LAN IP address used on each of the ThruLink units
2. Configure a single client and confirm it is connecting correctly. You should see a statement
similar to the pink line below where it states the connection

LTEDEMOT

Thrulink Standard Capacity version 6.1.0.10
S NEELSE Sun Apr 8 15:50:40 UTC 2018

00:11

(FLS TR B EEM sun Apr 8 15:50:27 UTC 2018

(oL L e L S TE . Enabled and actively connected to KBCUK.

3. Go to the Backup/Restore on the working client and make a backup copy of the configuration
(note this is encrypted for security)

Power on and log into the new client

Go to Backup/Restore and restore the backup from the previous unit (this will force a restart)
Please remember to try and access the unit with the new LAN IP, not the default

Go to the configuration page and change the hostname of the new client (client2 etc)

Click Save update at the bottom

Go to the Interfaces page and change the LAN IP

WRNoU A
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In bridge mode, the IP will remain in the same subnet but not be a conflicting IP

In route mode, the subnet needs to be unique.

The default 193.163.1.1/255.255.255.0 is one unique subnet

On the second unit, this would be changed to 193.163.2.1/255.255.255.0 to ensure it is
a unique subnet

10. Click save update and again the unit will request a restart.

11. Once restarted, log back in with the now new IP and test to ensure it also how connect.

12. Repeat this process for each client, ensuring you make a note of the name and corresponding
LAN IP

The configuration of the setup, according to this guide, is complete!

Warranty information can be found at www.kbcnetworks.com.

Need Help/Troubleshooting?
Visit our website http://www.kbcnetworks.com or
contact your nearest KBC office or dealer:

APAC:
Phone: +86 25 588 21656
Email: apactechsupport@kbcnetworks.com

EMEA;
Phone: +44(0)1322 312090
Email: emeatechsupport@kbcnetworks.com

USA:

Phone: +1 949-297-4930

Toll Free: +1 888-366-4276

Email: techsupport@kbcnetworks.com

QSG-THLK_Series-Rev1906
Copyright © KBC Networks Ltd. 2019 Page 12 of 12 www.kbcnetworks.com


http://www.kbcnetworks.com/
http://www.kbcnetworks.com/
mailto:apactechsupport@kbcnetworks.com
mailto:emeatechsupport@kbcnetworks.com
mailto:techsupport@kbcnetworks.com

